Internet Explorer Settings for Login Issues

1) Go to IE Tools / Internet Options
2) Click “Security” tab
3) Click “Trusted sites” and then “Sites” button

General | Security |Priuacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.
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Internet Local intranet  Trusted sites  Restricted
sites
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) This zone contains websites that you

trust not to damage your computer or
your files,
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
-To change the settings, did Custom level.
- To use the recommended settings, dick Default level.

Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level... ] [ Default level ]

[ Reset all zones to default level ]

-




4) Add your website in trusted zone (co.berks.pa.us). (Make sure that the
“Require server verification (https:) box is unchecked.) and click “Close”

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
http:/fwww.msn.com | Add I ]

Websites:

http: /v, co.berks. pa.us Remaove 'l

Require server verification (https:) for all sites in this zone

I

| Enable Protected Mode {requires restarting Internet Explorer)
| customlevel... || Defaultievel |

[ Reset all zones to default level ]




5) Click “Custom level...”

| General | Security |F'ri':.-'z-.||:::||I | Content | Connections | Programs | Aduanced|

Select a zone to view or change security settings.
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Internet  Localintranet Trusted sites  Restricted
sites

M
(J This zone contains websites that you

trust not to damage your computer or
your files.
You have websites in this zone.

Security level for this zone

Custom

Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, didk Default level,

[|Enable Protected Mode (requires restarting Internet Explorer)
[ Custom level. .. ] [ Default level ]

[ Reset all zones to default level ]

[ (04 ] [ Cancel Apply




6) Make sure the settings for this zone are “Prompt for Username and
Password” (You do not want it to be automatic as it will try to use the same
authentication as your network is using and you DO NOT want that! This may
help. | am thinking this may be part of the problem.) Change the setting, if
necessary, and click “Ok”.
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(7 Disable
@ Enable
) Prompt

. Y User Authentication|

82, Logon
@) Anonymous logon
(7) Automatic logon only in Intranet zone
(7) Automatic logon with current user name and password J
@ Prompt for user name and password
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*Takes effect after you restart Internet Explorer

Reset custom settings
Resetto: (wedum (defaul) v [ Reset.. |




7) Next, choose the “Advanced” tab and scroll toward the bottom of the
Settings box

| General I Security | Privacy | Content | Connections | Programs Advanced [

Settings

Enable DOM Storage -
Enable Integrated Windows Authentication™

Enable memory protection to help mitigate online attadks™
[] Enable native XMLHTTF support

[] Enable SmartScreen Filter

[ usessL 2.0

Use 55L 3.0

Use TLS 1.0

[ useTLS 1.1

[ useTLS 1.2

Warn about certificate address mismatch™

[] warn if changing between secure and not secure mode B
Warn if POST submittal is redirected to a zone that does n

-

1| 1 | 3
*Takes effect after you restart Internet Explorer

[ Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default Reset. .
condition,

¥ou should only use this if your browser is in an unusable state.

[ ok || cancel || oy

8) Make sure “Enable native XMLHTTP support” is unchecked. If not, uncheck
the box, click “Apply” or “OK”



